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Instructions for activating two-factor authentication (2FA) % H RZ

Hochschulrechenzentrum

Enable two-factor authentication

Logging in to 2FA management

Open the 2FA management page in a browser at https://login.tu-darmstadt.de/2fa. You can also find
this link in the IDM portal (under ‘Personal Account Management’ - ‘Account / Password’) and under
‘2FA-management’ to the right of the SSO (Single Sign-On) login screen. Log in with your TU ID and the
corresponding password.

After opening 2FA management, you will be taken to a welcome page (Figure 1). Click on Continue to
receive a brief introduction (Figure 2).

2FA-management

Hello,

welcome to the 2FA-management interface of TU-Darmstadt. Here you can manage your 2FA Options. Please continue by clicking the button below.

Figure 1: Welcome page

Willkommen bei der 2FA-Verwaltung

Um einen 2. Faktor an ihrem Account zu benutzen, brauchen Sie entweder Software-
Tokens {auch Einmalpasswort OneTimePassword OTP genannt) oder Hardware-Tokens
(spezielle Hardware-Schiussel, beispielsweise Yubikeys). Hier konnen Sie beide Arten von
Tokens verwalten.

Zunachst legen wir fir Sie die Wiederherstellungscodes in Form von TAN-Tokens an
Diese konnen Sie im Notfall zum Login in der 2FA-Verwaltung benutzen, falls Sie ihre
Software-/Hardware-Tokens verloren haben. Danach kdnnen Sie dann ihre Software- oder
Hardwaretokens verwalten

Figure 2: Brief introduction
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Creation of the recovery code

After clicking OK, you will first be taken to another information page to create your recovery codes
(Figure 3).
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development

Die Wiederherstellungscodes kdnnen zum Login in die 2FA-Verwaltung verwendet werden, wenn lhre anderen Tokens unbrauchbar geworden
sind. Nach dem Klick auf den Knopf werden lhre Wiederherstellungscodes erstellt.

Figure 3: Information page

Important: Be sure to save or print your recovery codes!

If your other tokens are defective or lost — whether due to loss or damage to a hardware token or
loss of a device or resetting of the operating system in the case of a software token — you will need
these codes to log in to 2FA management. Without the recovery codes, access is no longer possi-
ble, and you could be permanently locked out.

What should I do if I lose my token?

If you lose your token despite taking the utmost care, you can proceed as follows:
e Login to 2FA management with the recovery code you created during registration.
e Delete the lost or invalid token there.

e You can then set up a new token in 2FA management.

After clicking Continue, a numbered list of exactly 10 recovery codes will be generated, which are dis-
played in the form of a one-time password (OTP). Each one-time password consists of 6 consecutive
digits (Figure 4).

The recovery codes can only be used to log in to the 2FA administration.

To print the list, click on the Print OTP list button.
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e Hilfe % Aktualisieren

OTP-Werte >

Es ist wichtig, die Wiederherstellungscodes (OTP) auszudrucken oder sicher zu speichern!

Wenn Sie die Wiederherstellungscodes und alle anderen Tokens verlieren kann ausschlieBlich der HRZ-Service Inren Account zuriicksetzen.

# oTP # oTP # oTP # oTP # oTP
0 583413 2 347112 I3 142922 6 734393 8 086381
1 778693 3 986115 5 660788 7 920700 9 246422

¥ OTP-Liste drucken

T e L e e n et werden kannt

Bitte geben Sie einen giiltigen OTP-Wert des neuen Tokens ein.

Token verifizieren

Inr Account ist jetzt durch die Wiederherstellungscodes vorbereitet und damit 2FA aktiviert. Um sich mit einem zweiten Fakigauch am SSO anmelden zu konflen, missen Sie sich jetzt Ihren ersten Token erstellen. Klicken Sie dafir zunachst auf "Weiter” und dann auf der nachsten
Seite auf "Token ausrollen”. Alternativ kénnen Sie jetzt einen Hardware-Token vom HRZ zuweisen lassen.

Figure 4: List of generated recovery codes

After rolling it out, you must enter one of the emergency codes and click on the ‘Verify token’ button.

e If no code is entered, the token will remain inactive in your account. You can continue to log in
as usual with your TU ID and password.

e The token can be confirmed at any time later; alternatively, you can have new emergency
codes generated.

Once you have completed this step, 2FA will be automatically activated for you. It is therefore partic-
ularly important that you keep the recovery codes in a safe place so that you can use them in an
emergency.

You will also receive an email confirming the activation.

Note:

If you have not created any tokens other than the recovery codes, two-factor authentication is
only enabled in the 2FA management itself.

This means that if you exit 2FA management now, you will only be able to log in again with a re-
covery code.
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