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Instructions for activating two-factor authentication (2FA) 

Enable two-factor authentication 

Logging in to 2FA management 

Open the 2FA management page in a browser at https://login.tu-darmstadt.de/2fa. You can also find 

this link in the IDM portal (under ‘Personal Account Management’ - ‘Account / Password’) and under 
‘2FA-management’ to the right of the SSO (Single Sign-On) login screen. Log in with your TU ID and the 

corresponding password. 

After opening 2FA management, you will be taken to a welcome page (Figure 1). Click on Continue to 

receive a brief introduction (Figure 2). 

 

 

Figure 1: Welcome page 

 

 

Figure 2: Brief introduction 

  

https://login.tu-darmstadt.de/2fa
https://idm.tu-darmstadt.de/
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Creation of the recovery code 

After clicking OK, you will first be taken to another information page to create your recovery codes 

(Figure 3). 

 

 

Figure 3: Information page 

 

 

After clicking Continue, a numbered list of exactly 10 recovery codes will be generated, which are dis-

played in the form of a one-time password (OTP). Each one-time password consists of 6 consecutive 

digits (Figure 4).  

The recovery codes can only be used to log in to the 2FA administration.  

To print the list, click on the Print OTP list button. 

Important: Be sure to save or print your recovery codes! 

If your other tokens are defective or lost – whether due to loss or damage to a hardware token or 

loss of a device or resetting of the operating system in the case of a software token – you will need 

these codes to log in to 2FA management. Without the recovery codes, access is no longer possi-
ble, and you could be permanently locked out. 

 

What should I do if I lose my token? 

If you lose your token despite taking the utmost care, you can proceed as follows: 

• Log in to 2FA management with the recovery code you created during registration. 

• Delete the lost or invalid token there. 

• You can then set up a new token in 2FA management. 
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Figure 4: List of generated recovery codes 

 

After rolling it out, you must enter one of the emergency codes and click on the ‘Verify token’ button. 

• If no code is entered, the token will remain inactive in your account. You can continue to log in 

as usual with your TU ID and password. 

• The token can be confirmed at any time later; alternatively, you can have new emergency 

codes generated. 

Once you have completed this step, 2FA will be automatically activated for you. It is therefore partic-
ularly important that you keep the recovery codes in a safe place so that you can use them in an 
emergency. 

You will also receive an email confirming the activation. 

 

Note:  

If you have not created any tokens other than the recovery codes, two-factor authentication is 

only enabled in the 2FA management itself. 

This means that if you exit 2FA management now, you will only be able to log in again with a re-

covery code. 


