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Option 1: Use an authenticator app

Once two-factor authentication has been successfully activated, you can roll out a new token. If you
are not yet logged into 2FA management, open it in a browser at https://login.tu-darmstadt.de/2fa.
You can also find this link in the IDM portal (under ‘Personal Account Management’ — ‘Account /
Password’) and under ‘2FA-management’ to the right of the SSO (Single Sign-On) login screen. Log in
with your TU ID and the corresponding password.

Click on the ‘Continue’ button. You will now see the following selection screen (Figure 1).
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Figure 1: Token selection screen

At this point, you have two options:

1. If you already have tokens, you can edit them by clicking on the ‘All tokens’ button.
2. If you do not yet have a token, you can ‘enroll’ (create) your first token here.

Once you have successfully created a new token, you will be asked for it every time you log in to SSO
in future.

A token is created by first rolling it out and then verifying it.
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https://login.tu-darmstadt.de/2fa

To create a new TOTP token, click on ‘Enroll token’ and select TOTP.

There are two fields, the first of which is pre-filled with the value ‘TOTP: Time-based one-time pass-
word’ (Figure 2). You can leave this field as it is and continue directly.

The second field is for the description of the token and is also a mandatory field. Enter a suitable de-
scription here, e.g. ‘myMobileAuthenticator’.

Then select ‘Continue’.
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Enroll a new token
TOTP: Time based One Time Passwords. ~

The TOTP token is a time based token. You have to scan the QR code with a smartphone app like the Google Authenticator or FreeOTP tuming your smariphone into
an authentication device. Another option is to use the secret Key with KeepassXC on your laptop.

@ Help about Tokentypes
Token data

The server will create the OTP key and a QR Code will be displayed to you to be scanned
Description (required)
myMobileAuthenticator

You can identity your Token with this description.

Figure 2: Enroll new token

Verify token

You will now receive a QR code that you can scan with the authenticator on your mobile phone (in our
case, privacyIDEA Authenticator). The authenticator on your mobile phone will then generate a one-
time password (TOTP) consisting of consecutive digits (Figure 3).
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Figure 3: Generated one-time password in privacyIDEA Authenticator-App
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Enter this one-time password in the field provided in the 2FA management section below the QR code.
Then click on ‘Verify token’ (Figure 4).

If everything has been entered correctly, you have successfully rolled out your first software token
(Figure 5). Click on the ‘All tokens’ button to view an overview of your tokens.

= All tokens

Enroll a new token
G Enroll Token The token was successfully enrolled with serial number TOTPO875661C.

Click here or scan the QR Code, if you want to add the Token to your
smariphone authenticator app.

Alternatively you can enter the secret key
GAYSJKNUNWVYIWSTDX4DN43MZKEQB4STK info KeepassXC as
described in the instructions.

@ Help about Tokentypes

The QR Code coniains the secrel key of your token. You need to protect it
If you are in doubt, that somecne else saw it, please regenerate the
QR Ccde, when no one else is watching.

The token was enrolled, but you still need to verify it before you can use it!

Please enter a valid OTP value of the new token.

Verify Token

Figure 4: QR code of the token

i All tokens

Enroll a new token

G Enroll Token The token was successfully enrolled with serial number TOTP0875661C

Alternatively you can enter the secret key into KeepassXC as described in
the instructions

The QR Code contains the secret key of your token. You need to protect it.
If you are in doubt, that someone else saw it, please regenerate the
QR Code, when no one else is watching.

@ Help about Tokentypes

All tokens

Figure 5: Completion of the registration process

If it is not possible to scan the QR code with your smartphone, you can alternatively enter the secret
key (Figure 6) manually in the mobile app — in our case, privacyIDEA Authenticator — (Figures 7 and
8).
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i All tokens

Enroll a new token
G Enroll Token The token was successfully enrolled with serial number TOTP0875661C.

1] Help about Tokentypes

Click here or scan the QR Code, if you want to add the Token to your
smartphon

Iternatively you can enter the secret key

GAYSJKNUNWVYIWSTDX4DN43MZKEQBASTK info KeepassXC as
escribed in the instructions.

The QR Code

- You need to protect it
If you are in doubt, that someone else saw it, please regenerate the
QR Code, when no one else is watching.

The token was enrolled, but you still need to verify it before you can use it!
Please enter a valid OTP value of the new token.

Figure 6: Secret key
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Figure 7: Add the private key

Figure 8: Configure new token

You can now exit 2FA management.
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