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Wifi access with Windows 10 % HRZ

Hochschulrechenzentrum

Manual configuration

If the automatic configuration using the Configuration Assistant Tool (CAT) [www.hrz.tu-
darmstadt.de/cat] does not work for you, you can configure access manually.

In order to configure eduroam (WiFi at TU Darmstadt), while using Windows 10, it is vital that you
are located within this wireless network's range.

Please do as follws:

e double click the WiFi icon
e on you right hand side you will see a list of available WiFi networks
e select eduroam and click on "Connect"

e in order to connect you will need to provide your user name (TU-ID@tu-darmstadt.de) and the
according password

e in the next step you will be informed that the identity of the network cannot be verified. You
will then be asked if you truly want to connect to the network at hand. Please agree to do so by
clicking “connect”.

¢ You should now be connected to eduroam. Whether 11:19
you are connected or not, please proceed by 1%
opening the connection properties (German:
“Verbindungseigenschaften”), in order to verify your settings. Right click your WiFi icon to do
so and then open your network and Internet settings (German: Netzwerk- und
Interneteinstellungen).
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e select ,,Wifi“ by left clicking it

e open the drop-down menu and select “related setting” (German:
“Verwandte Einstellungen”) and then “adapter options” Verwande Finstellungen
(German: Adapteroptionen) Adapteroptionen dndern |

Erweiterte Freigabeoptionen dndern
Netzwerk- und Freigabecenter

Windows-Firewall

Verbessern Sie Windows

Feedback senden

. . . . @ Npcap Loopback Adapter @7 Hyper-V Virtual Ethernet A.
e among many appearing icons, find the icon that b :”LA:‘ = FApeRUNIEES R
symbolises WiFi and right click it. After that select *%!! eduroam
Status tnte € Deaktivieren
: Verbindung herstellen/trennen
Status N
Diagnose

9 Verbindungen uberbriicken

Verknipfung erstellen

g Léschen

@ Umbenennen

G Eigenschaften
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. . aiff] Status von WLAN X
e Now you need to select your wireless properties
(German: Drahtloseigenschaften) and switch to Allgemein
« L)) . «Q: L))
the tab “security” (German: “Sicherheit”). SR
IPv4-Konnektivitdt: Internet
IPv6-Konnektivitat: Internet
Medienstatus: Aktiviert
Kennung (SSID): eduroam
Dauer: 00:28:59
Ubertragungsrate: 400,0 MBit/s
Signalqualitat: :ﬂﬂ
Details... Drahtloseigenschaften
Aldivitat
Gesendat L‘,\ll Empfangen
Bytes: 1.660.416 37.163.189
!;‘Eigenschaften !;Deakti\rieren Diagnose

SchlieBen

e Make sure to select the following settings within the tab security (German: Sicherheit)

O
O

security type: WPA2-Enterprise
encryption type: AES

e Within the category network authentication (German: Netzwerkauthentifizierung) select:
Microsoft: Geschiitztes EAP (PEAP) and add the following settings:

@)

O O O O

identity of server by use of certificate verification

select T-Telesec Global Root Class 2 as the standard and trusted root authority
connect to the following servers: radius.hrz.tu-darmstadt.de

authentication method: secure password: (EAP-MSCHAP v2)

tick and thereby activate the box that is assigned to identity protection and type
eduroam

Notice pertaining to Windows 10:

You will only be able to access the connection settings of Windows 10, by trying to establish a
connection to the WiFi in question. If this connection is successful, you will be able to select the
according connection properties by right clicking the active WiFi. If you are not able to establish a
connection, you will be automatically asked to open the connection properties.
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Verbindung  Sicherheit

Sicherheitstyp: WPAZ-Enterprise o

Verschlisselungstyp: | AES b

Wahlen Sie eine Methode fiir die Netzwerkauthentifizierung aus:
Microsoft: Geschiitztes EAP (PEAP) v Einstellungen

Fir diese Verbindung eigene Anmeldeinformationen fir
jede Anmeldung speichern

Erweiterte Einstellungen

OK Abbrechen

Eigenschaften fiir geschiitztes EAP

Beim Herstellen der Verbindung:

Identitat des Servers mittels Zertifikatpriifung tberpriifen

Verhindung mit folgenden Servern herstellen (Beispiele: "srv1",
"srv2", " *\.srv3\.com"):

| radius.hrz.tu-darmstadt.de

Vertrauenswiirdige Stammzertifizierungsstellen:

[] symantec Enterprise Mobile Root for Microsoft ~
[] thawte Primary Root CA

[] Thawte Timestamping CA

T-TeleSec GlobalRoot Class 2

[] Tu parmstadt ca Lo1

[] Tu parmstadt ca Lo1

|:| USERTrust RSA Certification Authority

e I Tl L SR Y

< >

Benachrichtigungen vor der Verbindungsherstellung:

Benutzer benachrichtigen, wenn kein Servername oder Stamm:

Authentifizierungsmethode auswahlen:

Gesichertes Kennwort (EAP-MSCHAP v2) ~ | | Konfigurieren...

Schnelle Wiederherstellung der Verbindung aktivieren

[ ]verbindung trennen, wenn Server kein Kryptografiebindungs-TLV
vorweist

Identitatsschutz aktivierer‘ aduroam ‘

Abbrechen
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